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Abstract

Cloud is a relatively new concept and so it is
unsurprising that the information assurance, data
protection, network security and privacy concerns
have yet to be fully addressed. The cloud allows users
to avoid upfront hardware and software investments,
gain flexibility, collaborate with others, and take
advantage of the sophisticated services. However,
security is a huge issue for cloud users especially
access control, user profile management and
accessing. Therefore, this paper proposes a cloud
control, privacy and access for the cloud user who
are involved in the academic institution cloud system.
This system intends to reduce the risk such as
stealing and misuse of the private personal data. The
main ideas of this system (in term of security and
privacy) are to minimize the confidential information
of cloud users, to maximize the access control and to
specify and optimize the data usage.

1. Introduction

Cloud computing has brought

cloud computing, all the customer can see is aafirt
infrastructure built on top of possibly non-trusted
physical hardware or operating environments.

In this paper, the PAAC system is proposed to
control privacy and access a private cloud which
reduces the risk such as stealing and misuse of the
private personal data, and also assists the cloud
computing provider to conform to privacy law.

The rest of this paper is organized as follows.
Section 2 describes the related work. Section 3
mentions issues of cloud computing. Section 4
discusses privacy of cloud computing. Section 5
describes benefits of private cloud. In sectiorh@,
background theory is described. Section 7 discusses
the analysing cloud privacy in Google and Facebook.
Section 8 describes the proposed system. Finally
section 9 concludes the paper.

2. Related Work

Research on data privacy in cloud computing is
still in its early stages. Good reports on the ¢cgrie
presented in “WPF REPORT: Privacy in the Clouds:

up major Risks to Privacy and Confidentiality from Cloud

advancements to the IT industry. Building on its Computing” which discusses the risks imposed by the

predecessors, namely, grid and utility computihgs t

adoption of cloud computing on data privacy and

new evo'utionary model is Witnessing a rapid |ega| Compliance, and “Privacy in the clouds” which

expansion and proliferation. Today,

clients are€mphasizes on the need to develop a sound digital

capable of running their software applications inidentity infrastructure to support tackling privaagd
remote computing clouds where data storage an§ecurity concerns in computing clouds. “Taking

processing resources could be acquired and releaseficcount  of

Privacy when Designing Cloud

almost, instantaneously. The virtualization layer o Computing Services” and “Accountability as a Way
top of the commodity hardware in computing clouds Forward for Privacy Protection in the Cloud” presen
is the driving force that allows cloud providers to @ comprehensive set of guidelines on designing

“elastically” and promptly respond to client rescair

privacy-aware cloud services. [3] summarizes the

demands and requirements [6]. This cloud modelPrivacy patterns in 6 recommended practices: “(1)
promotes availability and is composed of five Minimizing customer personal information sent td an

essentialchar acteristics, three service models, and

four deployment models.

stored in the computing cloud; (2) protecting
sensitive customer information in the cloud; (3)

In spite of all the advantages delivered by cloudMaximizing user control; (4) Allowing user choice;
computing, several challenges are hindering the(5) Specifying and limiting the purpose of datagesa
migration of customer software and data into the(6) providing the customer with privacy feedback”.
cloud. On top of the list is the security and peiya Note that tips 2 to 6 are addressed in this paper.
concerns arising from the storage and processing 08. | ssues of Cloud Computing

sensitive data on remote machines that are notawne

Here is a rundown on most of the current issues

or even managed by the customers themselves. WitEoncerning cloud computing:



Security — While a leading edge cloud services provider, and the ability to control who can access
provider will employ data storage and transmissionthat information. Numerous existing privacy laws
encryption, user authentication, and authorizationimpose the standards for the collection, mainte@anc
(data access) practices, many people worry abeut thuse, and disclosure of personal information thastmu
vulnerability of remote data to such criminals asbe satisfied by cloud providers. The nature of dlou
hackers, thieves, and disgruntled employees. computing has significant implications for the gy

of personal, business and governmental information.
Reliability — Some people worry also about whether aCloud SPs can store information at multiple loaagio
cloud service provider is financially stable and or outsource it, then it is very difficult to deteine,
whether their data storage system is trustworthy. how secure it is and who has access to it [1].cAd!

_ _ SP is a third party that maintains information abou
Ownership or Privacy— Once data has been relegatedy, on pehalf of, another entity. Whenever an

to the cloud; some people worry that they coul@los jngivigual, a business, a government agency, ceroth
some or all of their rights or are unable to protee  eptity shares information in the cloud, privacy or
rights of_ their _cus_tomers._Many cloud prOV'derS_areconfidentiality questions may arise [1]. Trusting a
addressing this issue with well-crafted user-sidedin;rq party requires taking the risk of assumingtth
agreements. the trusted third party will act as it is expectadhich

_ may not be true all the time). The main problems
Data Backup — Cloud providers employ redundant associated with such a model are:

servers and routine data backup processes, but some

people worry about being able to control their own 1) Loss of control: Data, applications, and

backups. resources are located with SP. The cloud handles

IDM as well as user access control rules, security
olicies and enforcement. The user has to relyhen t

%rovider to ensure data security and privacy, resou

availability, monitoring of services and resources.

Data Portability and Converson —As service
competition grows and open standards becom
established, the data portability issue will ezl
conversion processes will become available

supporting the more popula_r cloud providers. Worstz) Lack of trust: Trusting a third party requires
case, a cloud subscriber will have to pay for someging risks. Basically trust and risk are opposite
custom data conversion. sides of the same coin. Some monitoring or auditing

. . capabilities would be required to increase thellefe
Multiplatform Support — More an issue for IT truzt q

departments using managed services is how the

cloud-based service integrates across differenB) Multi-tenancy: Tenants share resources and may
platforms and operating systems. Multiplatform have opposing goals which could be conflicting.
support requirements will ease as more user imtesfa There is a need to provide a degree of separation

become web-based. between tenants.
The properties of client-plus-cloud computing

Intellectual Property — A company invents something raise valid questions about security and privaaghs
new and it uses cloud services as part ofas:

invention. e Are hosted data and applications within the

Customers Big Concerns About Cloud: cloud protected by suitably robust privacy
Security, Performance, Availability policies?

Q: Rate the challenges/issues ascribed to the ‘cloud’/on-demand model e Are the cloud Computing provider's technical

7 seauy | 4% infrastructure, applications, and processes

Performance 63.1% 5
Availability Eea 1% secure’
Hard to integrate with in-house IT [T 61.1%

Not enough abilly o customize [ F 55.8% e Are processes in place to support appropriate

orried on-demand will cost more % - . . .
e — action in the event of an incident that affects
Bringing back in-house may be difficult 7:[50 0%

Regulatory requirements prohibit cloud 49.2% pl’lvacy or SeCUfIty')
Not enough major suppliers yet 44.3%

0% 10% 20% 30% 40% 50% 60% 70% 80% 5. Ba‘]efits Of Privatecloud
4. Privacy of Cloud computing Private cloud (also called internal cloud or

Privacy in cloud computing is the ability of a user corporate cloud) is computing architecture that
or a business to control what information they e¢ve provides hosted services to a specific group opfgeo
about them-selves over the cloud or to a cloudiserv behind a firewall. A private cloud has leverages in




terms of virtualization, automation, and distriliite start even smaller. If you lease more capacity,

computing to provide on-demand computing capacity cost scales linearly.
to internal users. The following list shows top ten
benefits of using private cloud over public one. + Confidentiality: With private clouds we have
better control and have knowledge of legal
e Security Consideration: If an organization has activities. When it comes time to destroy or
applications that require direct control and delete the data, it is in our decision and can be
custody of data, private cloud is the better confirmed by our own team.
choice.

Enterprise firewall

Resource Availability: Private cloud can be
considered for the applications that require
certainly more than defined resources which /#  Private
cannot be guaranteed by shared resource \. Cloud
environment.

/  Public
cloud

e

4

Service Disruption: When there is technology

. L . -~ Hybrid
change, public cloud operator will pick time cloud
that is the most convenient and least costly to ~—
them. As a result of this, it can create serious N

problems if the upgrade goes badly or it is \_L\_/
initiated during a time when you need to use
their service heavily for the business demand.  Figure 1. Public cloud, Hybrid cloud and Private cloud

Better Choice: It is also the reduction of @ Background
operational cost from a service-level agreement

standpoint to those applications. 6.1. Access Control Models
Virtualization: A core private cloud service for  access control model is a framework that dictates
SMBs is virtualization software for high ,ccess  control using various access-  control
availability and fast provisioning, easily (gchnologies. There are standard access control
upgradable components to handle scalability,,qqels which are highly domain and implementation
and system monitoring and management. Thispqenendent. Each access control model has its own
solution could be deployed on-premise. merits and demerits, and the specific business
objectives they serve depend on the organization’s

Resource Consumption: As infrastructure geed, culture, nature of business, etc. [8].

clouds allow users to add and destroy resource
as needed, companies are using private clouds
to keep an account for resource consumption at
a project or department level and use the

resources back that are no longer in use.

« Discretionary Access Control (DAC)
« Mandatory Access Control (MAC)
* Role Based Access Control (RBAC)

Data Longevity: As data ages within the public Discretionary Access Control (DAC)

cloud, the cost continues to increase. Private
clouds are licensed like enterprise. Longevity of
data does not increase the cost of the solution.

Discretionary Access Control is based on
ownership and delegation. In a DAC Model, access is
governed by the access rights granted to the user o
Performance: Public clouds are accessed over US€r groups. An organization/ administrator/ creato
the Internet and it has the limitation of &N identify a set of operations and assign theamnto
provider's bandwidth. Private clouds are object and to a set Of_ users (belonging to a user
deployed inside the firewall and accessed overgrouD)' The DAC model is flexible but complex [8].

the Ethernet LAN at wire speed. Adding nodes

provides additional performance to the cloud. Mandatory Access Control (MAC)

Data Amount: Private clouds can start in the N MAC, the data owner has limited freedom to

few TB range and we can add more capacity bydecide on access control. Information is classified
adding additional nodes or disks. Public cloudsinto different categories and each category igyassi
a particular security level. This model is appraf#i

when securing confidentiality of data is critic8].[



example, users must change certain “Account
Role Based Access Control (RBAC) Settings” to prevent information from being shared
with advertising networks and friends. The onlywa
RBAC is a widely used - and dominant - accessto prevent some personal data from being shared is
control model, and most access control securitydelete it. Facebook has recently been at the center
products available in the market today are based oa privacy storm, with near-rebellions by users over
this model because its objectives are architecturalFacebook’s continually changing privacy policies,
The model allows access to a resource, based on thepurring even a call for a bill of privacy rightsrf
role the user holds in the organization [8]. social networks. Facebook’s privacy policy has
grown from just over 1,000 words in 2005 to nearly
7. Analyzing Cloud Privacy in Google and 6,000 words in 2010 [9]. Bowing to pressure from
Facebook various constituencies, Facebook has recently
attempted to simplify its privacy settings. And, as
Google and Facebook are good starting points fopo_ted abov_e_, Google publishes over fo_rt_y separate
privacy policies. But recent court decisions have

analyzing cloud privacy. In addition to search, ' : . .
Google offers, among a number of applications e_clearly signaled that privacy policies provide malr
: .~ legal protection for users.

mail, an application suite, a calendar, a blogging
platform, website hosting services, and a web
browser—all of which collect and/or store user- 8- Proposed System

related data on Google’s servers. Internet usettsei

United States spend an estimated 9% of their time ,( )} TN
online using some Google service. Google’s industry Cloud
dominance, coupled with its mission to organize the
world’s information and make it universally
accessible and useful, raises significant privasyés
[9].

While Google has an overarching Privacy Policy,
it also has privacy policies for more than forty
specific applications and services. Google’s Ryva
Policy attempts to explain all of the ways in which
users’ personal identifying information may be
collected, stored, used, and distributed to third
parties. Google’s Privacy Policy also allows it to
share “aggregated, non-personal information” with
advertisers, so long as the information does not
individually identify users. However, it is poskilio Clowd Client
unveil the identity of a search engine user based o
anonymized search results. More troubling, which
exemplifies how many online privacy policies are
implemented, Google reserves the right to chargye it
privacy policies at anytime; and Google’s terms of

service state that use of a Google service COMSItU i\ a0y of sensitive data. This is achieved by iplac
an agreement to accept those terms, which inclode dser access levels, data security levels and data
agreement by users that Google can use theif; .. mechanisms. Moreover, PAAC provides a
mformgﬂon accordln_g to its privacy policies. The privacy manager which allows users the different
resu_lt Is that every “”!e an |nd|y|dua| uses’a G@og rivacy operations applied on their data according
Service, t_hat person s accepting Google’s Privacyneir access levels and data security levels and
POIKA:y as 'thﬁX'StT:at trg)at t:(me f!rg]_ b . Ipen‘orms as a filter to the confidentiality of thei
eanwhile, Facebook offers users substantialggngitive information from the other unauthorized
control over their privacy, with more than 100 USers

settings.  This array of privacy options is S0, paaC system, Client can access the private
confusing, many users typically choose poorly ar no . . . .
at all while, at the same time, Facebook is makingCloUOI via_the prlvac-y manallger. The cloud cl|§nt IS
publicly available more and more user information &/lowed to store their data in the cloud according
(Hoofnagle 2010). Even after changing privacy the privacy standards or laws before upload data an
settings, certain information will still be sharacross  to access the data in the cloud according to tissr

Facebook unless users take additional steps. Fdevels. The Privacy Manager classifies data onetegr

Figure 2. The proposed system ar chitecture

PAAC's central design goal is to maximize users’
control in managing the various aspects relateti¢o



of sensitivity. The Privacy Manager is responsiiole In order to enforce access control in private cloud
handle the privacy laws, to classify user levels,this paper proposes a rule-based access contr@lmod

classify the data security levels, control singggmson where policies are specified by resource ownerd, an

and control data access in the private cloud tothey denote implicitly the ‘profile” of authorlz_egsers .
y means of one or more access conditions, i.e.

enhance the security of the cloud. The data S§CUrit .o straints on the user level, and data securitgl le

level is classified as Full trust, Compliance-basedof the relationships they have with other userthen
trust and No trust. Before uploading the data to becloud. In what follows, we denote by¥ Epc, Ulpe,
stored and processed in the private cloud, thedclouSLpc the sets of nodes, edges, user levels, and data
client classifies this data, based on significannd ~ Security levels, respectively, of a private clou@.P

sensitivity, into three privacy categories: No Rdy The notion of access condition is formally defirsesd

(NP), Privacy with Trusted Provider (PTP) and follows:

Privacy with Non-Trusted Provider (PTNP).The main pefinition 1 (Access Condition)
processes of privacy manager are as follows:
Given a private cloud, an access condition cond
* To handles the data privacy standards/laws against PC is a tuple (v, ul, sl), wher& Wpc U {*}
* To allow access the data in private cloud is the node with which the requestor must haveea us
according to the user’s level level, ul€ ULpcU {*} is a user level, SE SLpc U
* To allow the users to control their data directly {«} is a data security level that the user level must
control as privacy settings (On-demand securityhave. If v =+ and/or ul =, v corresponds to any user

control) in Vpc and/or ul corresponds to any user level in
* To protect personal information in private cloud ULpc, whereas if sl =*, there is no constraint
» To specify and limit purpose of data usage concerning the data security or trust level. Access

control requirements of a given object can then be

expressed by a set of conditions. More precisely,

given an object obj owned by,vthe set of access
conditions applying to obj are expressed by anssce

Get Request from User rule specified by y Such notion is formally defined
¢ as follows.
Check User Level and - Check with Definition 2 (Access Rule)
Data Securitv Lew | Privacy Laws
¢ An access rule rul is a tuple (oid,cset), wherk oi
Grant Access to User is the identifier of object obj, whereas cset sef of

conditions  {condl,....confl  expressing the
requirements a node must satisfy in order to be

allowed to access object obj. It is important tdeno

Figure 3. Flowchart of Access Control Model within that the conditions in cset do not denote a set of
Privacy Manager on Private Cloud alternative requirements, but all the requiremeats
8.1. Minimize confidential information sent to and  pe satisfied. In other words, the semantics oftate
stored in the cloud conditions {cond1,..., con}l can be expressed as

cond1A--Acond,. It may be also the cases that more
~ Ifthe cloud user wants to upload the personal datahan one rule are specified for a given object. For
into the cloud, the privacy manager uses the folgw instance, let us suppose that object obj is assatia

procedure: with two rules rul, rull. In such a case, we coasid

* Analyze the minimal amount of information the corresponding two sets of conditions
from user {cond,...,cond} and {condl,..., condl} assets of

» Decide to store only data in which cloud alternative access control requirements—i.e., (cond
applications need to used immediately A--A condy) Vv (condd A--A condl, ).

« Allow control to users about their information
generates trust 8.3. Specify and limit the purpose of data usage

 Store data by data storing mechanisms with the
privacy standards/ laws When the information is loaded into the cloud, it

must be limited to the preferences and conditiats s
8.2. The Proposed Access Control Model (Rule-based by a user or organization. The privacy manager
Access Control Model) to control access data specifies the data usage according to the following
steps:



 Limit data usage by user level and data security
level

« Allow to use data only to the user’s specified
purpose

« Validate the cloud application designs against
the allowed usage intentions

9. Conclusion and Future Work

The proposed system is intended to minimize
personal information in the cloud, to protect peedo
information in the cloud, to maximize user conttol,
allow user choice, to specify and limit purposalafa
usage. This system can enhance the security of the
cloud and protect access from the unauthorizedspser
provide transparency, scalability, vendor
independency. Future work includes two main
research directions, namely, the support for tdpica
trust and the usage of access rules also for icatgf
protection.
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